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Abstract

Quite commonlyon the Internet, cryptographyis

usedto protectprivate, personalcommunications.

However, mostcommonly systemsuchasPGPare
usedwhichuselong-livedencryptionkeys (subject
to compromise¥or confidentiality anddigital sig-
natures(which provide strong,andin somejuris-
dictions,legal, proofof authorshipfor authenticity

We claim that most social communicationsnline
should have just the oppositeof the abore two

properties;namely they should have perfectfor-

ward sececy and repudiability In this work, we

presenta protocol for secureonline communica-
tion called “off-the-recordmessaging’which has
propertieettersuitedfor casuakonversatiorthan
do systemdike PGPor S/IMIME. We alsopresent
animplementatiorof off-the-recordmessagingsa

pluginto the GAIM instantmessaginglient.

1 Introduction

Originally a mediumfor the transferof technical
information, data, and research the Internet has
grown rapidly over the last decadeto becomethe
basisfor awide varietyof formsof communication,
rangingfrom electroniccommerceo the sharing
of musicandvideo,to socialcorversation.

Along with the growing populationof the Inter

netcamegrowing concernover the securityof the
dataflowing acrosst. Youronlinecommunications
couldbeobseredby any numberof third partieson
their way to their destinations.Even dataresiding
onyourown PCcouldbevulnerabldf youwereun-
lucky enoughto openthewrongemailattachment.

The protectionsdevelopedweretwofold: usefire-

walls andhostsecurityto lock down the endpoints,
and use cryptagraphy to protectthe information
in transit. Popularcryptographicsystemssuchas
SSL[7], PGP[21, 4], andS/MIME [2], weredevel-

opedandusedto protectdiverseformsof data.

This approachwas well-suitedto electroniccom-
merce:SSL could protectyour creditcardnumber
from would-bethieves; PGPor S/IMIME could be
usedto sign electroniccontracts. But what about
onlinecommunicatiorwhichis not electroniccom-
merce? The popularity of online socialcommuni-
cationmechanismsuchasemail, chatandinstant
messagings obvious, but whenpeoplewantto pro-
tectsuchcommunicationthey generallyturnto the
toolsthey’ve alreadygot; usually PGP

In this paper we aigue that PGPis not the right
mechanisnfor conductinga securecorversation,
andwe develop a systemmoresuitablefor protect-
ing socialinteractionsIn section2 we motivatethe
problem. Section3 gives an overview of relevant
cryptographigrimitives,andsection4 containsan
exposition of our off-the-recordmessagingproto-
col. In section5 we describeourimplementatiorof
this protocolin a commoninstantmessagingys-



tem. Finally, we review somerelatedwork in sec-
tion 6 andin section7 we conclude.

2 Motivation

WhenAlice andBob aretalkingin personijt is easy
to keeptheir corversationprivate. Alice canmale
sureno oneis around,and, with the exceptionof
a hiddentaperecorder shecanbereasonablysure
that no one elsewill hearthe corversation. Fur-
ther, the only evidencearyone can obtain of the
corversationis Bob’s word aboutwhat happened.
Suchprivate,off-the-recordcorversationsaarecom-
monandusefulin bothsocialandbusinesontexts.
Thereis evenarecognizecheedto have similar pri-
vatecorversationdy telephone— it isillegalto tap
or recorda phonecorversationwithout the parties’
consenbr acourtorder

What happenswvhen Alice and Bob want to have

sucha private corversationonline? Today being
somevhatcrypto-savy, they wouldusePGR Alice

encryptsher messages$o Bob’s public encryption
key, andsignsthemwith herown privatesignature
key. Thatway, only Bob canreadthemessagesand
Bobis assuredhatAlice is theonewho sentthem.

Unbeknavnst to Alice and Bob, however, the
eavesdroppeEveis listening(goodthing they used
crypto!) andstoringall of the encryptedmessages,
which shecant read.

Sometime later, Eve managedo obtainBob’s pri-
vate key, for examplethougha black bagjob [9],
Magic Lantern[18], or a subpoena.Eve now can
readall of Bob’s pastemailthatshes collectedover
theyears.In addition,Eve hasevidencein theform
of a cryptographiadigital signaturethat Alice was
theonewho sentthe messages.

Thisdoesnt soundik e aprivateconversatioratall!
After the fact, a cryptographicallyverifiable tran-
scriptof Alice andBob’s conversationhasbeenre-
covered.

2.1 What went wrong?

You couldsaythatBob losingcontrolof his private
key wasthe problem. But we'd really preferto be
ableto handlesuchfailuresgracefully andnot sim-
ply give avay thefarm.

Thereweretwo mainproblems:

e Thecompromiseof Bob’s secretsallowed Eve
to read not only future messagegrotected
with thatkey, but pastmessageaswell.

¢ WhenAlice wantedto prove to Bob that she
wastheauthorof the messagesheuseda dig-
ital signaturewhich alsoprovesit to Eve,and
ary otherthird party*

Whenwe think aboutprivate messages the con-
text of socialcorversationwe really wanta system
with differentproperties:we wantonly Bob to be
able to readthe messageand Bob should be as-
suredthat Alice wasthe author; however, no one
elseshouldbeableto do either Further afterAlice

and Bob have exchangedtheir messageit should
beimpossiblefor anyong(includingAlice andBob
themseles)to subsequentlyeador verify the au-
thenticity of the encryptedmessagegvenif they

keptacopy of it. It is clearthatPGPdoesnot pro-
vide thesedesirablgoroperties.

This paperintroducesa protocol for private so-
cial communicatiorwhich we call “ off-the-record

messaging”. The notion of an off-the-recordcon-
versation well-capturesthe semanticsone intu-

itively wantsfrom privatecommunicationonly the
two partiesinvolved areprivy to the contentsof the
corversation;afterthe corversationis over, no one
(not eventhe partiesinvolved) canproducea tran-
script; andalthoughthe participantsare assuref

eachothers identities,neitherthey noranyoneelse
canprove this informationto a third party Using

INotethatif Alice hadnot signedthe messagethenthird
partieswould not have proof of Alice’s authorshipof the mes-
sageput thenneitherwould Boh.



this protocol,Alice andBob canenjoy thesamepri-
vagy in theironlinecorversationghatthey dowhen
they speakin person.

3 Cryptographic Primitives

In this section,we outline the cryptographigprim-
itiveswe will useto achieve our goal of off-the-
recordcommunication.

e Perfect forward secrecy will be usedto en-
sureour pastmessagewill notberecorerable
retroactvely.

e Digital signatures will be usedso that Bob
knows with whomhe’s communicating.

e Message authentication codeswill beusedo
prove Alice’s authorshipof amessagéo Bob,
while atthe sametime preventingsucha proof
to third parties.

e Malleable encryption will beusedto provide
for forgeability of transcripts,repudiationof
contentsandplausibledeniability

3.1 Perfect forward secrecy

Themostolviousfeaturewe needfrom our off-the-
record messagingsystemis confidentiality: only
Alice and Bob should be able to read the mes-
sageghatmale up theironline corversation.Since
we assumeverythingtransmittedover the Internet
is public information, we needto useencryption.
Now our problemis reducedo ensuringhatthede-
cryptionkeys for themessageseverfall into hands
otherthanAlice’sandBob’s.

Alice’s and Bob's abilities to safgguard their de-
cryption keys becomesparamount.If at any later
time, somedecryptionkey is revealed,perhapsby
breakinginto one of their computers,or through
legal or coercive means,ary messages— past,

presentpr future— encryptedwith thatkey would
nolongerbesecure.

We circumwent this problem by using short-lived
encryptionkeys that are generatedas neededand
discardedhfteruse.Thesekeys alsohave the prop-
erty thatit is impossibleto rederve themfrom ary
long-termkey material.

A setupsuchasthis providesa propertyknovn as
perfect forward secrecy [10]: onceAlice andBob
both discardary given short-lved key, thereis no
longerarny amountof informationthat canbe col-
lectedthroughary meansto recover the key, and
thusdecryptmessagesncryptedwith thatkey.?

Not only will Eve beunableto reconstructhekey,
but neitherwill Alice or Bob themseles be able
to readthosepastmessagesThis strongproperty
ensuresheconfidentialitybehaiour desiredn off-
the-recorccommunication.

To provide perfect forward secreg, we use the
well-knowvn Diffie-Hellmankey agreemenproto-
col [8].2 Diffie-Hellmanallows two partiescom-
municatingover a public channelto agreeon a
sharedsecretwithout revealingit to aneavesdrop-
per Briefly, the key agreemenstartswith some
public parameters— a prime p anda generatorg

of a subgroupof Z; of large prime order Alice

and Bob pick two numbers(the private keys), x4

andz p respectiely, andthey transmitg®4 andg®2

(the public keys) over a public channel. Alice can
thencomputethe sharedsecretg®4*8 = (¢*B)%4;

Bob cancomputethe samesecretas(g®4)®2. This
now-sharedsecretis usedto createthe short-lved
encryptionkey. However, it is presumedo bein-

tractablefor Eve to computethe secret,sincex 4

andz g areunknawn to her.

2\We areof courseassuminghatthe cipheritself is strong
enoughsoasto resistbeingbrokenwithout the key.

3For clarity, we describeonly the simplestform of Diffie-
Hellmankey agreemenhere;for moredetailedversionsof the
protocol,see[5].



3.2 Digital signatures and non-repudiation

Digital signaturesare a popularmeansof authen-
ticating the authorof a messagethey have a num-
berof importantproperties Sincedigital signatures
usepublic key cryptographyit is notnecessaryor
every pair of communicatingpartiesto maintaina
long-termsharedsecret;instead gvery party needs
to have a singlepublic key thatis known to every-
oneelseandusedto verify their signaturesThere-
fore, n partiesonly needO(n) insteadof O(n?)
keys, andthe public keys neednot be keptsecret.

In addition,thesesignaturekeys canbe long-lived
keys, unlike theshort-lived encryptionkeys, above.
Thereasonis thatif Bob verifiesAlice’s signature
on a piece of data, and then the next week, Al-
ice'ssignaturekey is compromisedit doesnt affect
the fact that that old signaturewasvalid. On the
otherhand,if anencryptionkey is usedto protecta
pieceof data,andthenthe next week,the encryp-
tion key is compromisedthatold datais no longer
protected.

Since compromisesof signaturekeys cant affect
old datathe way compromise®f encryptionkeys
can,it is acceptabldo keepthe samesignaturekey
aroundfor along time; you never protectary addi-
tional databy changingyour signaturekey theway
you do by changingyour encryptionkey. In ad-
dition, it is desiable to keepyour signaturekeys
aroundfor alongtime, sincethatsimplifieskey dis-
tribution: making sureall of your friends have a
correctcopy of your signaturekey.

Another important consequencef digital signa-
turesis that a digital signaturemay be verified by
anyone,andassuchcanbe usedto prove to a third
party that Alice signeda messagewithout Alice’s
cooperation.

This last propertyis knowvn asnon-repudiation—
Alice isunableatalatertimeto disclaimauthorship
of a messagéhat shesigned. As we motivatedin
the previoussectionthisis notadesirableproperty
of privatecommunicationsAlice may not wantto
empaver Bob with the ability to prove to third par

tiesaboutwhatshetold him in private;thisconcern
is amplifiedby movesof mary governmentdo as-
sociatelegal power with digital signaturesEvenif
Alice trustsBob, suchtrust may be compromised
by someondreakinginto Bob’s computeyor legal
proceedinggorcing Bob to give up pastmessages
from Alice. The burden of non-repudiationwill
limit what Alice may be comfortablewith saying,
arestrictionundesirabldor simpleprivatecommu-
nicationbetweertwo parties.

We want repudiability: no oneshouldbe ableto
prove Alice sentary particularmessagewhether
sheactuallydid, or not. For this reasonwe never
usea digital signatureto prove Alice’s authorship
of ary messageTheonly datawe ever signareAl-
ice’s valuesof g*4 in the Diffie-Hellmanprotocol.
Everyone,including Bob andEve, canthenbe as-
suredthat Alice wasreally the onewho chosethe
valueof z4 thatproducedg®, but that's all they
know.

Bob, on the otherhand,hasextra information: z g,
andwith it the sharedsecretg®4*5. We will use
this sharedsecretnext to prove Alice’s authorship
of themessagéo Bob, andonly to Boh.

3.3 MACsand repudiability

Althoughwe wantrepudiabilityfor our private,off-

the-recordcommunicationwe still needauthenti-
cationin order to get security; Bob needsto be
assuredhat Alice is in fact the one sendinghim

themessagesvenif weinsistthathe beunableto
prove thatfactto anyoneelse.

For this purposewe turnto messagauthentication
codes,or MACs. A MAC is a function computed
on a messageisinga secret‘'MA C key”, whichis
sharedby Alice andBob. (A MAC canbethought
of asa keyed hashfunction.) Alice usesher copy
of the MAC key to computea MAC of her mes-
sage,andsendshis MAC alongwith hermessage
in a securetransmissionBob verifiesthe integrity
and authenticityof the messagdy computingthe
MAC on the receved messagausing his copy of



thesharedVIAC key, andcomparingt to the MAC
thatwastransmitted.

Sinceit is necessarnto know the secretkey to

generatea properMAC, if the resultsmatch,Bob

knows that someonewith knowledgeof the shared
MAC key must have sentthis message. Since
he presumablyknows that he didn’t sendit him-

self, andonly he andAlice know the MAC key, it

musthave beenAlice who sentthe messageAlso,

Bob knows thatthe messagéasnot beenmodified
sinceAlice generatedt, sinceotherwisethe MACs
would not match.

However, a MAC cant provide non-repudiation:
Eve cant look at the MAC’d messageand deter

mine that Alice sentit, becausdcve doesnt know

the MAC key. Further Bob cant even prove to a

third party that Alice sentthe messageall he can

proveis thatsomeonavith the MAC key generated
it, but for all anyoneknows, Bob could have made
up themessagaimself!

Thesepropertiesof a MAC male it perfectfor off-

the-recordcommunication. Only Bob can be as-
suredthatAlice sentthemessageandthatthemes-
sagehasnot beenmodified, yet no one (not even
Bob) canprove this factto ary third party

3.4 Malleableencryption and forgeability

In off-the-recordmessagingye’d like to have even
astrongeipropertythanrepudiability: for geability.
Not only do we wantBob andEve to be unableto
prove that Alice sentary given messagewe want
it to be very obvious thatarnyoneat all could have
modified,or evensentit.

In orderto accomplishthis, we do somethingthat
at first seemssurprising: after Alice knows all of

themessageshes sentto Bob whichwereMAC'd

with a given MAC key have beenreceved (be-

causesay shes receved replies),Alice publishes
thatMAC key aspartof hernext message.

Notewhatthis hasaccomplishedBobdoesnt need

to rely on this key ary more, since he’s already
checled all of the messagesuthenticatedy that
key. However, non anyonecan createarbitrary
messagethat have this MAC key, andno onecan
rule out ary particularpersonasa potentialauthor
of themessageOf course Bob canalwayssimply
asserithat he was corvinced at the time that Al-
ice wasthe authorof the messagedyut the goal of
off-the-recorccommunications thathiswordis the
only evidencehe canoffer; thereis no corvincing
cryptographicevidence.

At this point, peopleare ableto modify pastmes-
sagesandrecomputea correctMAC for them, but

it seemshat this helpsthem little, since modify-

ing anencryptednessagesuallyresultsin garbage
whenyoudecryptit. However, herewe helpoutour

afterthe-fact forgerseven a little more: we inten-

tionally usea malleable encryption schemesuch
as a streamcipher to encryptour messages.In

a malleableencryptionschemeijt is easyto make

changeso theciphertet in orderto make meaning-
ful changedo the plaintext, even whenyou dont

know thekey.

How doesthis helpus? Supposefor example,Eve
hasa copy of a messageurportedlysentby Al-
ice. In addition,shehadarrangedor someon€o
breakin to Alice’s machineat the time the mes-
sagewassent,andrecover theencryptionkey used.
Even in this extreme situation, althoughEve can
now readAlice’s messagdéwhich is unavoidableif
anintruderis in yourcomputemtthetimeyoucom-
posethe message)sheis still unableto prove ary-
thing aboutthe message’ origin or its contentsto
athird party Why? Everyoneknows the MAC key
for themessagesinceit hadbeenpublishedshortly
afterthe messageétself, soanyone could have cre-
atedthat messageAlso, the factthatthe message
decryptsto somethingsensibleusing a key taken
from Alice’'s computermeansnothing, sinceary-
one could have taken ary messageilice actually
encryptedwith that key, and modifiedit to still be
meaningful.Note thatthe persondoing the modifi-
cationof theencrypteddata(andthenrecalculating
the MAC) doesnot even needto be the one who
knows the encryptionkey.



As a final feature,we carefully selectthe method
we useto derive our MAC keys from our Diffie-
Hellman sharedsecret: we chooseour MAC key

to be a hashof our encryptionkey. By doingthis,
it is immediatethat anyonewith the ability to read
ary given messagealso hasthe ability to modify
it in any way, thus making cryptographicproof of

eitherintegrity or authenticityimpossible,even if

theencryptionkey hasbeenrecosered.

This combinationof revealingMAC keys afterthe
fact, malleableencryption,andbeingableto com-
pute MAC keys from encryptionkeys, givesAlice
plausible deniability in thefaceof purportedogs,
recordsprtranscriptof hercorversationwith Boh.

4 The Off-the-Record Messaging Protocol

In this sectionwe shall proceedo build up a mes-
saging protocol that achieves the desirableprop-

erties that we describedin the previous sections
throughthe useof thecryptographigrimitivesout-

lined abore.

4.1 Encryption

First, we wantto ensurethata messagés kept pri-
vate;therefore we mustencryptit. As discussedh
the previous section,we wantto usemalleableen-
cryptionto provide plausibledeniability A stream
cipheris bestsuitedfor this purpose. In keeping
with currentstandardsywe useAES [14] in counter
mode.Theencryptionkey is choserusinga Diffie-
Hellmankey agreemento establishasharedsecret.

To ensurethat the keys are short-lived, Alice and
Bob canchooseto performa new Diffie-Hellman
key agreementdiscardingthe old key andx 4, g

values. At this point, it will be impossiblefor Al-

ice or Bob to decryptold messagesvenwith help
from anattacler who mightremembethetransmit-
ted valuesof g®4 and g*2, without violating the
Diffie-Hellmansecurityassumption. Thus perfect

forward secreyg is achived, as all messagegn-
cryptedwith the previouskey arenow unreadable.

To reducethe window of vulnerability when it
is possibleto decrypt old messagesAlice and
Bob shouldre-key asfrequentlyaspossible. For-
tunately a Diffie-Hellman computationis fairly
cheap— it involvesonly two modularexponentia-
tions. Thereforejn mary situationst is possibleto
re-key asfrequentlyaswith eachmessageTo avoid
extramessageguringsuchre-keying, we haveinte-
gratedDiffie-Hellmanexchangesith normalmes-
sagetransmissionWith eachmessagd is possible
toincludeaDiffie-Hellmanpublickey (¢*) thatwill
be usedto derive the key for subsequernnessages.
So,amessagexchangemightlook asfollows:

A—B: g™
B—A: g%
A— B: ¢* E(Mi, k1)
B — A: ¢¥?, E(Ms, ko)
A— B: ¢ E(Ms, ko)

wherek;; = H(g"% ), theresultof a 128-bithash
function H, suchasMD5 or truncatedSHA, on an
elementof Z7, andand E(M, k) denotesencryp-
tion in AES countermodeusingthekey k.* Each
messageas encryptedusing the sharedsecretde-
rivedfrom thelastkey recevedfrom theotherparty
andthelastkey thathasbeenpreviously sentto the
otherparty We do notusethekey disclosedn one
messagauntil the following messagefor reasons
of authenticationgiscussedbelov. For example,in
thelastmessagabove, Alice hasreceived g¥2 from
Bob, andthelastkey shehassentpreviously is g*2,
sothe key usedto encrypta messagés H(g*2%2).
In practiceakey ID shouldalsobeusedin themes-
sageto ensurghatboththe senderandtherecever
know which k;; is being used,sincethe protocol
doesnotrequirethatAlice andBobtake turnssend-
ing messageto eachother

“The bit representationf E(M, k) will of coursealsoin-
clude the initial countervalue, which will be chosento be
uniquefor eachmessagesent.



4.2 Forgetting Keys

To achieve perfectforward secrey, Alice andBob
must forget old keys oncea new key exchangeis
complete® Ideally, after Alice sendsBob the key
g*", shewouldliketo beableto forgetz,, 1. How-
ever, sincemessagingprotocolsaretypically asyn-
chronous,it is possiblethat thereis still a mes-
sagein transitfrom Bob that was encryptedusing
the previous ¢g*»—! key; if Alice hadthrovn awvay
the key, shewould no longer be able to readthe
messageTherefore Alice mustremembethe old
g*»=1 key until sherecevesa messagdrom Bob
thatusesthenew ¢g*» key. Assumingmessageare
deliveredin order all subsequentmessagesrom
Bobwill beencryptedusingthe new key.

If Alice sendsseveral messages$o Bob in a row,

without receving a responsethat announcekeys
g* ... g", shewill needto remembetrthe entire
sequencef keys z,, 1 ...z, until sherecevesa
messagérom Bob, sinceshecannotbe surewhich

key the next messagdrom Bob will be encrypted
under Consequentlyit may be prudentfor Alice

to generatea new key only uponreceving a reply
from Bob, sothatshehasto remembeiat mosttwo

of her own keys at a time. Upon receving a re-

sponsdhatusesg®, shecanforgetz,, 1 andgen-
erateanew g+ to beannounced thenext mes-
sageshesends.

Of course,if Bob doesnot reply for a long time,
Alice will be ableto decrypta numberof her old
messagesleaving a large window of vulnerabil-
ity. To addresghis problem,Bob canperiodically
sendanemptymessagacknavledgingreceiptof a
new key from Alice, or Alice cansimply selecta
new key andforgetthe old oneaftersuficienttime
haselapsedhatit is highly unlikely thata message
from Bob usingthe old key is still in transit.

SFor a securemethodof forgettingkeys, see[6].

4.3 Authentication

As discusseth theprevioussectionweuseaMAC
for authenticatinggachmessageandwe useaMAC
key whichis a one-way hashof the encryptionkey
usedto protectthat message.The encryptionkey
is itself the resultof a hashof the Diffie-Hellman
sharedsecretwhich alsoneedgo be authenticated
in someway. We accomplistthis by digitally sign-
ing theinitial Diffie-Hellmanexchange:

A— B:
B— A:

Sign(g®,ka), Ka
Sign(g¥*,kp), Kp

Wherek,, K 4 areAlice’s privateandpublic long-

lived signaturekeys, andk,, Kp areBob’s. If Bob

alreadyknows Alice’s publickey, hewill beassured
thatg® indeedcamefrom Alice, andthereforethe

secretg®1¥t will only beknown to thetwo of them.

He canthentreatmessageauthenticatedvith the

key H(g*'¥1) astruly comingfrom Alice.

Note that this is a hybrid approachto authentica-
tion, usingbothdigital signatureandMACs. Dig-
ital signaturesllow usto avoid the requiremenbf
maintaining O(n?) pre-establishegharedsecrets
— a sharedsecretis establishedn the fly when-
ever communications needed. However, the use
of MACsto authenticat¢heactualmessageallows
repudiation.

We only needto usea digital signatureon the ini-
tial key exchange. In further key exchangeswe
useMACsto authenticatex new key usinganold,
known-authenticsharedsecret. Thatis, a protocol
messagéookslike:

ng_l ) E(M'I" kl]),

MAC({g"+', E(My, kij) }, H(ksj))

So,if theinitial authenticatiorkey is known to be
secure,then further oneswill be secureas well.



Note thatwe cannotuseusek; 1 ; to encryptand
authenticateghis messagesincethe recipientwill
notbeableto verify its authenticity

Finally, old authenticationkeys (but not encryp-
tion keys, of course)arerevealedoncethey areno

longerusefulto verify messagesThis allows usto

obtainplausibledeniabilitypropertiesasdescribed
above.

5 An Implementation of Off-the-Record
M essaging

A naturalapplicationof the off-the-recordmessag-
ing protocolis instantmessaginglM). IM is apop-
ular way to have light-weight, informal corversa-
tions;severalprotocolg[1, 11, 12] boastmillions of
users.However, theseprotocolsdo notincorporate
end-to-endsecurity which limits their use. People
arereluctantto uselM to discussconfidentialbusi-
nessissuesor sensitve personalnformation.

It is importantthata secureinstantmessagingpro-
tocol achieve the “off-the-record” propertiesthat
we have describedn this paper Much of the pop-
ularity of IM is driven by the ability to have infor-
mal, socialconversationg13]; a securityprotocol
must reflect this patternof usageand avoid prop-
ertiessuch as non-repudiatiorthat would destry
suchanatmosphere.

5.1 Design

We have choserto build our off-the-recordnessag-
ing protocolon top of anexisting IM protocol,us-
ing it asanunderlyingtransport.A messagés first
encryptedandauthenticatedsingour protocol,and
thentheresultis encodedsatext messagandsent
asaregularinstantmessageln this way, our solu-
tion is easyto integratewith existing protocolsand
clients,in themannerf aplugin,andwe canavoid
duplicatingfeaturesof existing protocols,suchas
buddylists.

Anotheradwantageof usinganothemunderlyingpro-
tocolis the potentialfor incrementateployment: a
usercanusetheir IM client to communicatewith
both peoplewho have the securemessaginglugin
andthosewho dont. To supportthesetwo modes,
the plugin mustkeepa list of which buddiessup-
port securecommunicatiorandwhich don't. This
list is populatedautomatically:thefirst time Alice
sendsa messagé¢o anotheruser Bob, it is sentun-
encrypted However, we appendanidentifierto the
end of the messagéo indicatethat Alice supports
the secureplugin. Uponreceving a messagavith
such an identifier the plugin initiates the Diffie-
Hellmanexchangeandusessecurecommunication
from thenon. If, however, we receve an unen-
cryptedmessagevithout suchanidentifier we as-
sumethat the sendercanonly handleunencrypted
messageandmale a noteof thatin thelist.

During theinitial Diffie-Hellmankey exchangewe

notify theuserthatwe areaboutto startsecurecom-

municationanddisplaythe fingerprintof the other
party’s public key. A morecautioususerwill ver

ify the fingerprintout-of-band;for others,a man-

in-the-middleattackis possibleat this point. We

recordthepublic key valueandmale surethesame
key is usedin future sessions.Thus, a successful
impostor must be able to carry out an active at-

tack duringthe first andevery subsequensession;
failure to do sowill resultin beingdetected.This

modelof handlingpublic keys is analogougo that

usedin SSHJ20, 15], andhasproven an effective

way to distribute public keys in the absenceof a

widely-deplged public key infrastructure.

A potentialproblemis that, while the protocolwe
describeis session-orientedmost of the instant
messagingprotocolsare connectionless.The off-
the-recordmessagingorotocol maintainsa virtual
sessiorthat lastsuntil the IM client is terminated,
or until someperiodof inactvity. (The latter con-
dition is necessargince M clients are often left
runningfor mary days,on unattendecomputers.)
However, it mayoccurthatAlice terminatedierend
of a sessionwhile Bob’s is still active (e.g. Alice
loggedout andthenloggedbackin). If Bob now
sendsAlice amessageshewill notbeableto read
it, sinceshehasforgottenthe encryptionkey.



We addresghis by maintaininga cacheof the last
outgoing messageand creatinga NAK (negative
acknavledgment)message.When Alice receves
the unreadablenessageshesendsa NAK, along
with the initial messageof a new session. Once
the sessioris establishedBob re-sendgthe cached
messageyxhichwill nov bereadabldy Alice. The
messag@&eedonly be cachedor a shorttime (sev-
eralseconds)to accounfor theexpectedatengy of
theunderlyinglM protocolin deliveringthe NAK.
In pathologicalcasesBob’s messageawill be lost,
but we hopethatthesewill occurrarelyenoughthat
droppingthe messagevill notimposea greatbur-
denonthe participantstypically, Alice would sim-
ply askBob to sendthe messagagain.

5.2 Implementation

Weimplementedhe off-the-recordmessagingro-
tocol as a plugin for the popularLinux IM client
GAIM. Theimplementatiorconsistof two parts:a
genericlibrary thatimplementshe messagingpro-
tocol,anda GAIM-specificportionthatimplements
theplugininterfaceanduseghelibrary. Thelibrary
will simplify the taskof creatingpluginsfor other
IM clients,andmaintainingcompatibility (GAIM
implementsmultiple protocols,so it can be used
with AIM, ICQ, andmary others.)

We implementedhe off-the-recordmessagingro-
tocol as a plugin for the popularLinux IM client
GAIM. Theimplementatiorconsistof two parts:a
genericlibrary thatimplementshe messagingpro-
tocol,anda GAIM-specificportionthatimplements
theplugininterfaceanduseghelibrary. Thelibrary
will simplify the taskof creatingpluginsfor other
IM clients,andmaintainingcompatibility (GAIM
implementsmultiple protocols,so it can be used
with AIM, ICQ, andmary others.)

The library and the plugin communicate us-
ing a simple API, shawn in Figure 1. The
send_nessage andr ecei ve_nessage func-
tions are usedto processoutgoingand incoming
messages. Dependingon the state saved in the
contet, the messagesre either encryptedor sent

in the clear The functions return the new (en-
crypted/decryptedjnessageijts length, and a re-
sult codeto indicatewhetherthe messagevasen-
crypted,sentin the clear shouldbeignored(a pro-
tocol messagehat doesnot carry userdata),or if
therewasa protocolerror The API alsoincludesa
method(not shavn) to seta Ul-callbackthatis in-
vokedwhenthelibrary needg¢o communicateavith
theuser;for example,whenanunknavn users key
is seenfor the first time. The contets are usedto
manageseveral simultaneousorversationswith a
numberof differentusers.

More details on the current status of
our implementation are available at
http://ww. cypherpunks. ca/otr/

5.3 Measurements

We have performeda simple micro-benchmarlof
the protocollibrary to determinehow much over
headit imposeson auser Ourtestconsistedsimu-
lating two participantsvho take turnssendingeach
othermessagesOnourtestcomputer— a450MHz
Pentium Il running Linux — we obsered the
benchmarkunningat about9 round-tripsper sec-
ond,with varying messagsizesnot having signifi-
cantimpact. Eachround-tripincludestwo message
encryptions,two decryptions,and two key gener
ations. Therefore,one participantcould sendand
receve up to 18 messagepersecond 36 messages
total). This is significantly fasterthan most peo-
ple cantype, so we believe that the off-the-record
protocol will not have a noticeableperformance
impact. Our subjectve obserations while using
the off-the-recordplugin agree we noticedno per
formancedifferencebetweensecureand insecure
communication.

6 Related Work

Perfectforward secreg hasbeenlong recognized
asa desirablefeature,and several protocolsuseit
for securecommunicationssuchas|20, 15, 3, 16],



ENC CTX new _cont ext (unsi gned char * nessage,
unsi gned char * send_nessage( ENC_CTX cont ext,

int len, int *rlen, int *result);

unsi gned char * receive_nessage( ENC_CTX cont ext,
*result);

nessage, int len, int *rlen, int

int len);
unsi gned char * nmessage,

unsi gned char *

Figurel: Thegenericoff-the-recordorotocol API.

andsomemodesof [7]. Interestinglyenough,the
idea of providing repudiationas a feature seems
lessexplored. Certainly mary protocolsuseMACs
for authenticationhowever, they are usedfor per
formancereasonsindnotto guaranteeepudiation.
The TESLA protocol[17] sharesa similarity with
oursbhecausét alsorevealsauthenticatiorkeys af-
ter a time; however, it doesthis for broadcastau-
thenticationandnotin orderto achiere aforgeable
plaintext.

Thereis surprisingly little work on providing se-
cureinstantmessagingthemostmaturebeing[19].
However, existing efforts useconventionalmethods
for authenticationand encryption, such as digital
signatureswhich, as we argue, are inappropriate
for private,off-the-recordcorversations.

7 Conclusions

While the strong proofs provided by digital sig-
naturesin cryptographicpackagedike PGP and
S/MIME are usefulfor signingcontractsmostca-
sualcorversation®onlinedonotrequire,andin fact,
shouldnot have, that level of permanencessoci-
atedwith them.

In thispaperwe have developedthe“off-the-record
messaging’protocol, which allows usersto com-
municateonline in a repudiable,and perfectfor-

ward secretmanney while at the sametime, main-

taining confidentialityandauthenticityassurances.

We have implementedhe protocolasa plugin for a
popularLinux IM client,andwe planto extendsup-
portto otherIM systemsincludingWindows-based

onesandpossiblyemailsystemsaswell. Ourhope
is to createmary opportunitiesfor peopleto have
private, off-the-recordcorversationson the Inter
net.

References

[1] AmericaOnline,Inc. AOL Instant
Messengerhttp://wwwaim.com/.

[2] EditorB. Ramsdell.S/MIME version3
messagapecification RFC2633,Junel999.

[3] I. Brown, A. Back,andB. Laurie. Forward
secreg extensiondor OpenPGPInternet
Draft, October2001.

[4] J.Callas,L. Donnerhack, H. Finney, and
R. Thayer OpenPGHnessagéormat.
RFC2440November1998.

[5] RanCanettiandHugoKrawczyk. Analysis
of Key-ExchangeProtocolsandTheir Usefor
Building SecureChannelsIn Theoryand
Applicationof Cryptagraphic Techniques
pagesAb3-4742001.

[6] GiovanniDi CrescenzoNiels Ferguson,
Russelllmpagliazzo andMarkusJalobsson.
How to Forgeta Secret.In STACS99,
Lectue Notesin ComputerSciencel 563
pagesH00-509.SpringerVerlag,1999.

[7] T.DierksandC. Allen. TheTLS protocol
versionl.0. RFC2246 Januaryl999.

[8] W. Diffie andM. Hellman.New Directionsin
Cryptography.In IEEE Transactionson
InformationTheory pages’4—-84,Junel977.



[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

ElectronicPrivacy InformationCenter.
United Statesr. Scarfo(Key-LoggerCase).
http:/mww.epic.og/crypto/safo.html.

C.C.Gunther An identity-based
key-exchangeprotocol. In Advancesn
Cryptolagy — EUROCRYPT, page29-37,
1989.

ICQ, Inc. ICQ.com. http://wwwicg.com/.

Microsoft Corporation..NET Messenger
Service.http://messengansn.com/.

B. A. Nardi, S. Whittaker, andE. Bradner
Interactionandouteractioninstant
messagingn action.In ACM 2000
Confeenceon ComputerSupported
Coopentive Work, pages’9-88,
PhiladelphiaPA, 2000.

Nationallnstituteof Standardsnd
Technology.Announcingthe Advanced
EncryptionStandardAES). Federal
InformationProcessingtandards
Publication197,26 November2001.

OpenBSDProject.OpenSSH.
http://openssh.com/.

H. Orman.The OAKLEY key determination
protocol. RFC2412 November1998.

A. Perrig,RanCanetti,J.D.Tygar, and

D. Song.Efficientauthenticatiorandsigning
of multicaststreamsoverlossychannelsin
IEEE Securityand Privacy Symposiun2000
May.

Reuters FBI confirms“Magic Lantern”
exists. http://nevs.com.com/2102-111-
276976.html12 December

2001.

SecurdnternetLive Conferencingd SILC).
http://wwwsilcnet.og/.

T. Ylonen. SSH-securdogin connections
overthelnternet.In 6th USENIXSecurity
Symposiunpages37—-42,SanJose CA, July
1996.

[21] P.Zimmermann.TheOfficial PGP User’s
Guide MIT Press1995.



